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A P P L I E D  S C I E N C E S  A N D  E N G I N E E R I N G

A flexible pressure sensor array for self- powered 
identity authentication during typing
Tongtong Zhang1, Farid Manshaii2, Chris R. Bowen3, Maoyi Zhang1, Weiqi Qian1,4,  
Chaosheng Hu1,4, Yanan Bai1,5, Zhijie Huang1,5, Ya Yang1,4,5*, Jun Chen2*

The keyboard, a staple tool for information entry and human- machine interaction, faces demands for enhanced 
information security due to evolving internet technologies. This study introduces a self- powered flexible intelli-
gent keyboard (SFIK) that harnesses the giant magnetoelastic effect to convert the mechanical pressure from key 
presses into electrical signals. The sensor boasts a wide sensing range (35 to 600 kPa) and a rapid response time 
(∼300 ms), allowing it to record and recognize individual keystroke dynamics. Integrated with machine learning, 
this keyboard enables identity authentication through both fixed-  and dynamic- text inputs. It accurately authen-
ticates fixed passwords of eight characters with a 95.3% success rate and dynamic text from 14 sets of double keys 
with 100% accuracy. Given its capabilities, the SFIK offers promising applications in artificial intelligence, network 
security, and access control for computers and networks.

INTRODUCTION
With the rapid development of modern technologies and artificial 
intelligence, the need for information security has become more 
critical than ever (1–3). Information encryption and identity recog-
nition technologies (4–6) are two main approaches to achieving in-
formation security. Among these, identity authentication through 
passwords is the most widely used method. It verifies authorized 
users and serves as the first line of defense for information security. 
However, this traditional method has its limitations when confronted 
with evolving cyber threats. Identification methods (7–10) that leverage 
biophysiological features, including facial recognition and finger-
print scanning, provide improved security. However, the need for 
specialized equipment often restricts their broad implementation. 
Moreover, these authentication approaches are verified only at the 
time of login and do not provide continuous authentication during 
use. Therefore, there is a need to develop identity authentication sys-
tems that are widely available, cost- effective, minimally invasive, and 
highly interactive for ensuring information security.

The research area of keystroke dynamics (11–14) studies behav-
ior patterns to identify users according to their unique typing at-
tributes (15–18), such as keystroke duration, hold time, interval, 
errors, and force. The advantage of keystroke dynamics lies in its 
behavioral characteristic, which is difficult to imitate and does not 
necessarily require additional equipment.

Previous work has explored solutions using flexible materials 
based on piezo- resistive (19, 20) and capacitance effects (21). How-
ever, for piezo- resistive and capacitive devices, challenges include 
hysteresis, robustness, and environmental interference. To reduce 
device power consumption, self- powered sensing mechanisms, such 
as those based on triboelectric (22–27) and piezoelectric effects 

(28, 29), have unique advantages in developing sustainable portable 
systems. Yet, the triboelectric signal is affected by humidity (30–32), 
which is crucial for skin- interfaced devices exposed to sweat. In ad-
dition, there are limitations (33, 34) in mechanical stability, material 
quality, and chemical stability of the device, restricting its potential 
for large- scale production. Inspired by the success of these concepts, 
an in- depth search is underway to create generators that can provide 
sufficient current with low electrical impedance to power convention-
al electronics and to monitor key press events, body movements, and 
other physiological parameters.

In this work, we report a flexible pressure sensor based on a po-
rous, soft magnetoelastic polymer. The sensor’s operation is based 
on the giant magnetoelastic effect recently discovered in the soft 
polymer systems (35–41), as shown in Fig. 1A, which converts the 
keystroke biomechanical activities into high- fidelity electrical sig-
nals via a combination of magnetoelastic effect and electromagnetic 
induction (35). The manufacturing process for stretchable pressure 
sensors is depicted in fig. S1. We designed a flexible electrical circuit 
(fig. S2) to assemble with the pressure magnetoelastic sensor arrays 
to create a self- powered flexible intelligent keyboard (SFIK) system; 
see Fig. 1B. The keyboard buttons are shown in Fig. 1C. For fixed- 
text identification, useful for initial login authentication via a pass-
word, the SFIK uses machine learning (ML) to learn and analyze 
keystroke characteristics such as input time and stroke force of dif-
ferent users, achieving a recognition accuracy reaches of 95.3%.

Furthermore, for dynamic text identification, we selected 10 
groups of double key events representing the most frequent key-
board tapping combinations in English, such as “er” and “en.” This 
enables the identity authentication system to achieve continuous 
and real- time monitoring of user identity, with a recognition ac-
curacy of 100%. The fixed- text approach provides auxiliary au-
thentication as the user logs in, while the dynamic text approach 
continuously monitors the identity after logging in; see Fig. 1D. This 
combination not only ensures information security but also enhances 
the accuracy of authentication, offering an important direction for 
data security. Thus, this work could lead to substantial advances 
in biometric systems, with potential applications in wearable elec-
tronics, artificial intelligence, cybersecurity, and human- computer 
interaction (Fig. 1E).

1cAS center for excellence in nanoscience, Beijing Key laboratory of Micro- nano energy 
and Sensor, Beijing institute of nanoenergy and nanosystems, chinese Academy of 
Sciences, Beijing 101400, P. R. china. 2department of Bioengineering, University of 
california, los Angeles, los Angeles, cA 90095, USA. 3department of Mechanical engi-
neering, University of Bath, Bath BA2 7AK, UK. 4School of nanoscience and technol-
ogy, University of chinese Academy of Sciences, Beijing 100049, P. R. china. 5center 
on nanoenergy Research, School of Physical Science and technology, Guangxi Univer-
sity, nanning 530004, P. R. china.
*corresponding author. email: yayang@ binn. cas. cn (Y.Y.); jun. chen@ ucla. edu (J.c.)

copyright © 2025 the 
Authors, some rights 
reserved; exclusive 
licensee American 
Association for the 
Advancement of 
Science. no claim to 
original U.S. 
Government Works. 
distributed under a 
creative commons 
Attribution 
noncommercial 
license 4.0 (cc BY- nc). 

D
ow

nloaded from
 https://w

w
w

.science.org at U
niversity of C

alifornia L
os A

ngeles on M
arch 30, 2025

mailto:yayang@binn.cas.cn
mailto:jun.chen@ucla.edu
http://crossmark.crossref.org/dialog/?doi=10.1126%2Fsciadv.ads2297&domain=pdf&date_stamp=2025-03-12


Zhang et al., Sci. Adv. 11, eads2297 (2025)     12 March 2025

S c i e n c e  A d v A n c e S  |  R e S e A R c h  A R t i c l e

2 of 9

RESULTS
Giant magnetoelastic effect in soft material systems
After incorporating solid magnetic nanoparticles, viscous silicone 
polymer, and microbubbles, we observed a substantial magnetoelas-
tic effect in the resulting porous, soft polymer (Fig. 1B). By applying 
a pulsed magnetic field, the embedded magnetic nanoparticles with-
in the polymer are reoriented. Scanning electron microscopy (SEM) 
images, presented at various magnifications in fig. S3, illustrate the 

microstructure of the porous soft magnetoelastic polymer, showcas-
ing the even distribution of magnetic nanoparticles within the poly-
mer matrix. To enhance the device’s durability, a layer of silicone 
encases the magnetoelastic composite, with the device’s overall struc-
ture displayed in fig. S4. By coupling magnetoelasticity with electro-
magnetic induction, each key unit is inherently waterproof, as magnetic 
fields can penetrate water. In addition, it remains stable under tempera-
ture fluctuations near room temperature. The sensing performance 

Fig. 1. An overview of the self- powered flexible intelligence keyboard for personalized keystroke dynamics. (A) Schematic of SFiK. (B) detailed view of porous, soft 
magnetoelastic system’s internal structure, illustrating the alignment of magnetic dipoles within the soft polymer matrix. the inset provides a detailed view of the com-
position of the keyboard buttons. (C) Photograph of several buttons of the SFiK. the scale bar is 10 mm. (D) Architecture and application scenarios of Ml algorithms in 
dual- mode identity authentication systems, enhancing both robustness and universality. this system enables identity verification through both fixed-  and dynamic- text 
inputs. (E) System’s application in artificial intelligence, network security, and human- machine interaction.
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of each magnetoelastic key unit under varying humidity and tem-
perature conditions is shown in fig. S5.

Subjecting the composition to pulsed magnetization induces the 
rotation and movement of the magnetic nanoparticles within the 
polymer, leading to a chain arrangement, as depicted in Fig. 1B, 
and maintaining a remanent magnetic intensity of 41 emu/g (Fig. 
2A). Integrating microbubbles to create a porous structure within 
the flexible silicone system reduces Young’s modulus, facilitating 
larger mechanical deformation. This improvement enhances the 
biomechanical- to- magnetic energy conversion efficiency. Figure 2 
(A and B) demonstrates that incorporating air microbubbles to in-
crease mechanical compliance results in a significant change in the 

soft polymer system’s remanence (ΔBr) before and after uniaxial 
compression. By varying the concentration of magnetic nanopow-
der in the polymer matrix, we can control the mechanical modulus 
and magnetic strength. A platform was designed to monitor varia-
tions in magnetic properties and magnetization intensity under 
uniaxial pressure (see fig. S6). Figure 2C shows the magnetization 
change in the porous soft magnetoelastic polymer under vertical 
stress, and Fig. 2D illustrates the magnetization intensity change 
during a compression- release process typical of a key press.

Under constant uniaxial pressure, the composite containing 
400 weight % (wt %) magnetic nanoparticle concentration (2500 mT) 
exhibits the largest variation in magnetic flux density, while composites 

Fig. 2. Pressure sensing evaluation of each magnetoelastic key unit. (A) hysteresis loops of porous and nonporous, soft magnetoelastic polymers, displayed with and 
without the application of uniaxial stress. (B) hysteresis loop of porous and nonporous, soft magnetoelastic polymers, displayed with and without the application of 
uniaxial stress. (C) changes in the magnetic field of the porous soft magnetoelastic polymer with different micromagnet concentrations under pressures ranging from 0 
to 1200 kPa. (D) Magnetic field variation in the polymer during compression. (E) device’s cyclic stress- strain response over 100 cycles at 200 wt % micromagnet concentra-
tion. (F) Graph showing the sensor’s pressure sensitivity across different pressures, with error bars indicating Sds from three measurements. (G) voltage (v)–time (t) curve 
displaying a rapid response time of 447 ms and recovery time of 223 ms. (H) Output voltage and external tension waveforms correspond closely with the cyclic loading 
and unloading process. (I) Mechanical durability test results show consistent performance over 10,000 stretch- release cycles at 50 kPa. An inset provides a detailed view 
of a marked region.
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with lower concentrations of 100 wt % (300 mT), 200 wt % (800 mT), 
and 300 wt % (1800 mT) show reduced variations, decreasing with a 
lower nanoparticle fraction. As shown in Fig. 2C, the magnetic flux 
density decreases with increasing applied stress, from 0 to 1200 kPa, 
achieving a maximum magnetic coupling coefficient of 5.95 × 10−6 T/
Pa, which is 476 times greater than that of Fe- Co alloy metal; see table 
S2 (36, 43). This significant change in magnetization flux intensity dur-
ing a single compression- release event highlights the material’s suitabil-
ity for keyboard applications. At constant pressure loading, compared 
to devices with higher doping concentrations (>30 kPa), the difference 
in the maximum stress required between the first and 100th cycles are 
smaller when the concentration of the magnetic nanoparticles is 200 wt % 
(<20 kPa) (see fig. S7). Furthermore, the magnetic coupling coefficient 
at 200 wt % nanoparticle concentration (5.95 × 10−6 T/Pa) surpasses 
those at 100 wt % (5.26 × 10−6 T/Pa), 300 wt % (4.19× 10−6 T/Pa), and 
400 wt % (4.73 × 10−6 T/Pa).

The pronounced magnetoelastic effect observed in soft systems 
arises from changes in the microstructure of magnetic nanoparticle 
chains under mechanical deformation (35). Specifically, when exter-
nal stress is applied to a magnetoelastic material, its internal mag-
netic domain structure reconfigures to accommodate the new stress 
conditions, leading to a variation in magnetic flux density. The giant 
magnetoelastic effect in this porous soft magnetic polymer origi-
nates from mechanisms operating at two physical scales (35–42, 44): 
The first is the magnetic particle- particle interaction (MPPI), which 
is the interactions among the magnetic nanoparticles that alter their 
distance and orientation under external pressure. The second mech-
anism, stemming from magnetic dipole- dipole interaction (MDDI), 
operates at the atomic scale, resulting from the rotation and motion 
of magnetic dipoles within nanoparticles due to applied stress. There-
fore, the interaction within the connected particle chain is independent 
of the external magnetic field. Consequently, our experimental results 
reveal that even a small level of externally applied pressure (9.6 kPa) 
can lead to significant magnetic field changes (5.95 × 10−6 T/Pa) in 
the soft polymer composite.

Constructing a soft magnetoelastic sensor
The giant magnetoelastic effect enables the conversion of applied 
stress into changes in the magnetic field within a porous soft magne-
toelastic polymer. These changes in magnetic flux generate an elec-
trical signal. Using this phenomenon, we construct flexible pressure 
sensors and design circuits to ultimately connect them, forming a 
sensor array. The core of the sensor unit, as illustrated in fig. S4, 
consists of a flexible magnet encased in a copper coil and covered by 
an Ecoflex sleeve. Unlike traditional permanent magnets, this soft 
magnetoelastic sensor integrates seamlessly with copper coils and 
withstands high pressures (>600 kPa). The sensor facilitates electro-
mechanical conversion by holding a conductive coil, ensuring the 
flexible sensing unit maintains high electrical conductivity under 
high pressure and strain. This enhances the sensing unit’s robust-
ness. During an individual compression- release cycle, the magnetic 
flux through the copper coil changes, inducing an electromotive 
force. According to Faraday’s law of electromagnetic induction, this 
force is produced in a closed circuit due to changes in magnetic flux. 
The induced electromotive force (ε) is defined as ε = −N

dφ

dt
, where 

N is the coil count, φ represents the magnetic flux, and t denotes 
time. Figure S8 illustrates the device’s operating principle and re-
sponse. To visualize and quantify strain and magnetic flux changes 

during compression, we simulated the compression process using 
COMSOL, depicted in fig. S9.

To quantitatively evaluate the electrical performance of the com-
pressed sensing unit, we developed a constant- velocity compression 
device. The sensor’s pressure sensitivity (S) is defined as S = Δφ

ΔP
, 

where Δφ signifies the voltage change, ΔP the changing pressure. 
Figure S10 displays the voltage magnitude of the sensing unit under 
various pressures. As Fig. 2F and fig. S11 indicate, sensitivity below 
an applied pressure of 150 kPa reaches 1.46 μV/kPa, declining to 
0.02 μV/kPa to in the high- pressure range (150 to 550 kPa). The 
mass ratio of magnetic powder to silica gel polymer also influences 
sensitivity (fig. S12), with a 200 wt % magnetic nanoparticle concen-
tration showing peak sensitivity under 150 kPa. Given its applica-
tion in keyboards and wearable sensors, we selected soft polymer 
composites with a 200 wt % magnetic particle concentration as the 
responsive component.

We will now examine the sensor’s response time to external forces 
during compression and release, which is essential for assessing per-
formance in real- time human- computer interaction tasks. The re-
sponse time is defined as 90% of the duration from the steady- state 
transition to the final voltage. Similarly, the recovery time is the in-
terval required for the signal to return to 90% of the steady- state 
value from the maximum response, as shown in Fig. 2G. Figure 2G 
demonstrates the sensor’s rapid response to both loading and un-
loading, with a response time of ≈447 ms and a recovery time of 
≈223 ms. This allows the device to quickly detect changes in me-
chanical stimuli. With negligible hysteresis (Fig. 2H), the output sig-
nal remains consistent at a pressure of approximately 23 kPa. The 
device’s stability during mechanical cycling, as depicted in Fig. 2I, is 
crucial for long- term operation. After more than 10,000 compression- 
release cycles at approximately 50 kPa, the sensor output voltage 
change is minimal, under 2%. The inset in Fig. 2I presents the sen-
sor’s output voltage waveforms at the initial and final stages of the 
compression- release cycle, remaining nearly constant.

Therefore, our sensors exhibit notable advantages over advanced 
pressure sensors, including high stretchability, excellent mechanical 
durability, and heightened sensitivity. In addition, each component 
of the sensing unit is crafted from cost- effective materials (table S3) 
and can be produced through a scalable manufacturing process. 
These features enable a rapid and accurate response to pressure 
through electrical signal production, meeting a wide range of prac-
tical application requirements. By harnessing the unique structural 
features and sensing capabilities of the sensor, we are developing an 
innovative smart keyboard that seamlessly integrates identity au-
thentication with daily typing.

A magnetoelastic intelligent keyboard
A static keystroke analysis is designed to perform evaluations based on 
fixed- text inputs, such as combining an account and password during 
system logins, to facilitate two- factor authentication. The sensor crafted 
from a flexible material into a compressible structure, can be integrated 
into a pressure sensor array. We have engineered this sensor array 
to create a SFIK, as illustrated in Fig. 1A, incorporating an integrated 
circuit. This design enables the recognition of specific letters and indi-
vidual key presses throughout the typing process. Figure 3 (A and B) 
displays the keyboard and the printed circuit board (PCB), respec-
tively, while fig. S2 details the circuit connections of the keyboard. 
The system’s block diagram for identity authentication is depicted in 
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fig. S13, which also elucidates the functions and contents of the digital 
markings on the PCB. The SFIK keyboard is compatible with both 
standard universal serial bus interfaces and Bluetooth connection. The 
keyboard is also being developed as part of our proprietary identity 
authentication system, which allows for real- time input and instant 
feedback, notably improving the user experience. The software is com-
patible with computers running the Windows operating system.

The act of pressing a single key is segmented into a “press” and 
“bounce” process. The system generates a time- current signal curve 
that represents a comprehensive result derived from multiple data 
dimensions, including keystroke frequency, keystroke force, and the 
intervals between keystrokes. Any alteration in the typing condi-
tions will directly influence the shape of this output. Upon a key-
stroke, various signal processing techniques, such as denoising, 

Fig. 3. The magnetoelastic intelligent keyboard based multidimensional identity authentication system. (A) Photograph of SFiK. the scale bar is 5 cm. (B) Photo-
graph of PcB. (C) Graph depicting the waveform generated by a subject entering the password “YAnG2023,” including metrics such as keystroke force, timing intervals, 
and duration. (D) Flowchart outlining the Ml process for the fixed text–based identity authentication system. (E to F) Graphs showing prediction accuracy variations to 
the number of sensors used and the sample size, respectively. (G) confusion matrix of Ml outcomes for 19 objects using eight channels. (H) User interface of the com-
puter for the identity authentication system. (I) Photographs of different subjects using the SFiK for login purposes.
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baseline cancellation, and peak detection, are used to extract fea-
tures (as defined in Fig. 3C) such as typing delay (D), hold time (H), 
signal amplitude (A), and key force. These features are derived from 
the electrical signals generated by different individuals using the 
keyboard, as dynamically recorded and analyzed. Any alteration in 
the typing conditions will directly influence the shape of this output. 
For instance, Fig. 3C showcases the waveform for a password input 
“YANG2023,” and fig. S14 illustrates the signals from 19 testers en-
tering eight- digit passwords. We collected data from each tester as 
they entered their password 120 times.

ML techniques are used to further analyze and distinguish be-
tween keyboard users based on the collected features. ML tech-
niques are applied to sift through the time- domain data collected by 
the SFIK, highlighting the distinct differences between keyboard 
users. However, direct time series data analysis can be computation-
ally intensive, both in time and memory. Hence, efficient feature 
extraction through ML requires identifying the most impactful fea-
tures for prediction accuracy, such as the maximum and minimum 
values, the range, the intervals between peaks and troughs, and so 
on. Figure 3D outlines the ML process for identification based on 
fixed- text input using the SFIK, starting with data preprocessing of 
known individuals’ inputs, followed by principal components analy-
sis for feature extraction. This process leads to a reduction in the 
dimensionality of the data, eliminates redundant information, ex-
tracts key features, and improves our understanding and analysis of 
the data. We then proceeded to train the ML models, tailoring them 
with feature engineering based on the training samples. As the 
training iterations progress, the ML model steadily attains a higher 
classification accuracy enabling it to achieve identity authentication 
for fixed- length text. In addressing the challenge of time series clas-
sification, we used four algorithms to gauge accuracy: logistic re-
gression, naïve Bayes, random forest, and multilayer perceptron 
classifiers. The predicted results are presented in table S4. Two chan-
nels (sensor count) are noted in Fig. 3E; the data show less distinc-
tion and ML classification accuracy stands at merely 73%. However, 
as the channel count increases, so does the accuracy. Using fixed text 
comprising eight letters and numbers, reminiscent of standard pass-
words, elevates the accuracy rate to as high as 95.3%. Furthermore, 
the sample size plays a critical role in the accuracy of the ML model, 
showing improvement as the number of samples grows (see Fig. 3F). 
A confusion matrix for 19 individuals, depicted in Fig. 3G, reveals 
that all participants achieved over 90% perceptual accuracy.

To explore the practical feasibility of integrating a flexible key-
board with ML for user recognition, we developed an identity au-
thentication system. We conducted multiple experiments using 
data from various participants, feeding diverse datasets into the 
trained ML model. However, all attempts failed to achieve success-
ful identity verification. The system integrates the SFIK, a data ac-
quisition module, a transmission module, and a display interface. 
Displayed in Fig. 3H, the computer terminal’s interface for the iden-
tity authentication system features a real- time waveform diagram in 
its lower segment. The top left panel serves as the password input 
screen, while the top right panel shows a color display calibrated 
according to the average amplitude strength size of User 1, the ap-
proved user, obtained during the ML process, we set the system’s 
login password. Five students were given access to enter the pass-
word sequentially to log into the system. Their interactions are doc-
umented in Fig. 3I and movie S1. Only the approved User 1 receives 
a “Password Correct” message upon entering the correct password 

and clicking “Launch.” This highlights the SFIK’s capacity to pre-
cisely and consistently verify a user’s identity, ensuring secure and 
authorized access.

Personalized keystroke dynamics
Continuous identity monitoring cannot be achieved through a sin-
gle login event alone. Therefore, a continuous authentication tech-
nology is required to protect system security in real time and prevent 
unauthorized user changes during use. In response to the challenges 
posed by traditional authentication methods, we have designed an 
identity authentication technology based on the features of dynamic 
text keystrokes to continuously monitor user identity in real time. 
Since a user’s input varies over time, a fixed- text keystroke feature 
extraction approach is impractical. During dynamic text–based 
keystroke authentication, the irregularity of the user’s typing input 
results in a substantial amount of data. To obtain the necessary data 
for our experiment, we invited 10 users to participate in data collec-
tion, each typing different types of text ranging from approximately 
700 to 900 words (fig. S16), extracted from an article (45), as shown 
in fig. S16. To enhance data processing efficiency and reduce data 
volume, we selected 10 double key entries with the highest frequen-
cy in English: “er,” “th,” “in,” “an,” “en,” “he,” “re,” “on,” “at,” and “ed.” 
(For various double- key entries, the quantity across different texts 
ranges approximately from 50 to 110 instances.) From these, we ex-
tracted double bond features such as typing delay (D), hold time 
(H), total touch time (T), and signal amplitude (A).

We developed a dynamic text predictive voting system to facilitate 
identity authentication during use. Figure 4A displays the detailed 
flowchart of the predictive voting system for identity recognition, 
supported by ML. Initially (Fig. 4A, first step), we extract double- key 
data from the text, and Fig. 4B shows the waveform and extractable 
features of five double bonds. After analyzing the data, we determined 
that the delay time should be short (<0.5 s) due to the high profi-
ciency of users performing high- frequency double- keystrokes. If two 
adjacent keys form a double- key combination, we select those with 
an interval time of less than 500 ms. Next (Fig. 4A, second step), after 
selecting and extracting features for 10 types of double- key data, we 
establish an ML model between the feature matrix and labels, con-
tinuously iterating to create a trust model. We then obtained the 
confusion matrix of 10 double bonds, as shown in Fig. 4 (C to E) and 
fig. S15. By choosing double- key entries (two channels) to extract 
keystroke features, the final accuracy ranged only from 60 to 85%. 
To further enhance the accuracy of identity authentication, we de-
signed a voting system based on the double keys (Fig. 4A, third 
step). During keyboard use, when a double click is recognized, the 
trust model is used for identity recognition with a single double- key 
entry, and the result is recorded. Then, as more text is input, addi-
tional double- key entries are used for identity recognition. We have 
specified the number of double keys included in the recognition unit 
within the system. Upon reaching the maximum number, we select 
the recognition result for each double key and choose the most fre-
quent result as the final character identity. We then compare the 
voting results with the user identity to determine whether identity 
authentication is successful.

In the voting system, we explored the impact of different text 
lengths and types of double- key entries on accuracy. Figure 4F dis-
plays the confusion matrices for text with six double- key lengths 
and three types of double keys, where the accuracy was only 78.5%. 
However, as the text length increased, the accuracy of the voting 
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Fig. 4. Personalized keystroke dynamics for multidimensional identity authentication. (A) Flowchart describing how the identity authentication system, which relies 
on Ml, processed fixed text. (B) displays the waveforms corresponding to five instances of double bonds. (C to E) confusion matrices showing the Ml performance for 
three sets of double bonds across 10 individuals. (F and G) confusion matrices for the Ml outcomes of 10 individuals analyzed with 10 different types of double bonds, in 
scenarios where the texts contain six double bonds. (H) illustrates a graph of the system’s prediction accuracy, highlighting how it varies with different numbers of double 
bonds and lengths of text.
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system also significantly improved. Figure 4G shows the confusion 
matrices for text with 14 double- key lengths and 10 types of double- 
key events, where the accuracy reached 100%. Figure 4H details the 
effects of double key types, from 3 to 10, and text lengths, ranging 
from 2 to 14, on the identity authentication system. When entering 
10 types of double keys for text containing 14 double keys, the ac-
curacy reached 100%.

DISCUSSION
We have developed an innovative SFIK by integrating the giant 
magnetoelastic effect with magnetic induction in soft systems. The 
SFIK comprises a pressure sensor array based on a type of sensor 
using magnetoelastic soft composite, boasting a range of innovative 
features: high sensitivity, stable performance under high pressure, 
low cost, construction from readily available raw materials, and 
self- powered functionality. In comparison to other authentication 
systems, the SFIK excels in using keystroke dynamics to identify the 
personal characteristics of users as they type.

A dual- mode identity authentication system has been imple-
mented, capable of authenticating identities through both fixed-  and 
dynamic- text analysis. The system achieves an identity authentica-
tion accuracy of 95.3% for fixed- text logins. For dynamic text, we 
have introduced a long- text authentication system that focuses on 
double- key events, the most frequently occurring consecutive key-
strokes in English. With the aid of ML techniques, this system can 
achieve 100% accuracy in identity recognition for long text entries 
that include 14 sets of double keys, significantly mitigating security 
risks associated with password leaks.

This method proves more reliable than fingerprint- based au-
thentication, which can be easily replicated. Unlike fingerprint 
systems that offer only auxiliary authentication at login, our 
method continuously monitors dynamic text to verify user iden-
tity during keyboard usage. Combining these two authentication 
approaches not only enhances information security but also in-
creases authentication accuracy, offering an important direction 
for data security.

Given its outstanding features, mechanical flexibility, self-
powered sensing, affordability, and high precision, the SFIK holds 
promising applications in wearable bioelectronics, artificial intelli-
gence, cybersecurity, and human- computer interaction. The SFIK 
distinguishes itself through its innovative application of keystroke 
dynamics, offering a promising technology for various use cases. 
However, scaling this system for real- world implementation presents 
several challenges. One significant issue is the difficulty in collect-
ing consistent and accurate keystroke data across diverse devices and 
user interfaces. In addition, it is crucial to prioritize user privacy 
and security when managing sensitive keystroke information. Ef-
fectively addressing these challenges will be vital for the successful 
deployment and widespread adoption of the SFIK in practical, real- 
world scenarios.

MATERIALS AND METHODS
Fabrication of NdFeB- Ecoflex composite materials
Nd2Fe14B magnetic powders hold a particle size of 100 mesh (~150 μm). 
A silicone elastomer (Ecoflex 0020) was synthesized by combining 
Part A and Part B in a 1:1 weight ratio. No additional treatments were 
applied to the chemicals.

Fabrication of stretchable strain sensors
The manufacturing process for stretchable strain sensors is depicted 
in fig. S1. Initially, a 150- turn copper coil was placed at the center of a 
5 mm by 5 mm by 3 mm cube and shaped using a laser engraving 
machine (fig. S1, A and B). Subsequently, 2 g of both Ecoflex A and B 
were mixed in a beaker until uniform. An 8- g portion of Nd2Fe14B 
magnetic powders was then integrated with the Ecoflex mixture to 
form a black, homogeneous substance (fig. S1C). This mixture was 
carefully transferred into the mold of a hollow cube, which was then 
solidified at 60°C and then postremoval from the mold (fig. S1D). The 
spring element served as the electrical component, while the Nd2Fe14B 
magnetic powders were used as the magnetic constituent. After mag-
netization in a high- voltage magnetic field along its axial direction, a 
5 mm by 5 mm by 5 mm composite magnetoelectric elastic conductor 
was manufactured (fig. S1E). Last, the sample was encased in an Eco-
flex colloid and allowed to cure at room temperature for 1 hour, re-
sulting in a sensor with a 6 mm final outer diameter (fig. S1F).

Characterizations and measurements
The Nd2Fe14B magnetic powders and their nanocomposites were 
analyzed using a field- emission scanning electron microscope (SEM, 
ZEISS GIMINER 300). Samples were prepared using a laser engrav-
ing machine (Universal, PLS 4.75). Mechanical tensile tests of the 
composite materials were performed using a universal testing ma-
chine (ESM301- 50 N) at a tensile speed of 100 mm/min. Electrical 
characterization was conducted with a Keithely 2611B system, man-
aged by computer software. A stretcher (Yuelian S81) facilitated the 
compression- release process.

Supplementary Materials
The PDF file includes:
Supplementary notes S1 and S2
tables S1 to S4
Figs. S1 to S16
legend for movie S1

Other Supplementary Material for this manuscript includes the following:
Movie S1
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